
CYBERSECURITY POSTURE 
April 23, 2024DS-24-030



Background
 Cybersecurity is a critical aspect of our operations in the city, 

especially in today's digital landscape where threats are 
constantly evolving. 

 This briefing aims to provide an overview of our cybersecurity 
posture, including implemented solutions, ongoing initiatives, 
and future plans to ensure the security and integrity of our 
systems and data.
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Current Cybersecurity Solutions
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Current Cybersecurity Solutions
 Barracuda Cloud Email and Spam Filtering: Protecting our email communications 
from phishing attempts, malware, and spam, thereby reducing the risk of email-based 
threats.
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Current Cybersecurity Solutions
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Ongoing Initiatives
 Legacy Application Replacement:
 Scheduled replacement of legacy applications such as Navaline

and PDRMS system to modernize our infrastructure and mitigate 
potential security vulnerabilities associated with outdated systems

 Cybersecurity and Incident Handling Plan:
 Developed a comprehensive plan to effectively respond to 

cybersecurity incidents, ensuring timely detection, containment, 
eradication, and recovery

 Annual Cybersecurity Training: 
 Conducting annual cybersecurity training sessions for all 

employees to enhance awareness and ensure compliance
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Future Plans
 Regular Security Assessments and Audits: 
 Instituting periodic security assessments and audits to identify 

vulnerabilities, assess risks, and validate the effectiveness of our 
cybersecurity measures (completed Network Assessment Apr 
2024)

 Collaboration with External Partners: 
 Strengthening partnerships with external cybersecurity experts 

and agencies to stay abreast of emerging threats and leverage 
their expertise in enhancing our cybersecurity posture
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