CISCO NETWORK SECURITY
ENTERPRISE AGREEMENT

RS-23-096 June 20, 2023



Background

S
0 The Cisco Security Enterprise License Agreement is a suite of security

applications to protect sensitive data and resources

0 Leveraging the tools in the suite gives Information Technology the
necessary tools to protect against ever-growing cyber threats

0 The City has deployed the following applications from the suite
O Advanced Malware Protection for Endpoints
O Identity Services Engine
O Umbrella

O FirePower Intrusion Detection System/Intrusion Prevention System



Background continued

S
0 Netsync is a certified Cisco partner and pricing is through the
Texas Department of Information Resources DIR-TSO-4167

0 Cost of the Network Security Enterprise Agreement is

$58,842.63 per year for three years; total not to exceed
$176,527.88



Alternatives
I TS

0 Do not authorize the purchase of Cisco Network Security
Enterprise Agreement
O Doing so will inhibit the city’s ability to minimize the risk of attacks on

network systems, daily operations and exposure of sensitive data

0 Avuthorize the purchase of Cisco Network Security Enterprise
Agreement not to exceed $176,527.88



Recommendation
s

0 Staff recommends that the City Manager or his designee be
authorized to execute a Cisco Network Security Enterprise
Agreement from Netsync Network Solutions in the amount not
to exceed $176,527.88 over a three-year period using the
Texas Department of Information Resources (DIR) TSO 4167
contract
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